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Cyber Weather, October 2025

Data breaches and leaks

 M365 account breaches continued to 
increase, while attempts at breaches 
were reported less frequently.

 In October, previously occurred global 
data leaks were reported, with Finnish 
organisations also among the victims.  

 Sweden’s national grid operator, 
Svenska Kraftnät, was subjected to a 
data breach in which the threat actor 
Everest claimed to possess and leak 
280 GB of data. Public reporting 
confirmed that the breach concerned a 
limited, external file transfer solution. 

Scams and phishing

 In scam calls, criminals have 
impersonated authorities. They have 
claimed to be calling from the NCSC-FI, 
alleging that the victim’s device was 
infected with malware and attempting to 
obtain online banking credentials or 
payment card details.

 In an international police operation, 
mobile servers used by criminals were 
shut down, suspects were arrested, and 
more than 1,200 SIM boxes along with 
other illicit assets were seized. The 
scams were estimated to have had at 
least 3,200 victims.

Malware and vulnerabilities

 Numerous ransomware attacks have 
been reported globally. In Finland, 
however, their impact has remained 
limited during October. 

 As phishing and fraud attempts have 
increased, targeted malware distribution 
has been observed, with malicious 
payloads hidden in email attachments.

 A severe vulnerability, CVE-2025-49844, 
has been identified in the Redis 
software. We recommend locating and 
updating vulnerable instances without 
delay.

Automation and IoT

 Dragos’s annual report and ENISA’s 
Threat Landscape 2025 report were 
published in October. 

 ENISA’s report notes that mobile devices 
remain the most commonly used attack 
surface for threat actors. It also 
highlights a continued increase in OT 
attacks targeting industry and critical 
infrastructure.

Network performance

 Finnish organisations were once again 
targeted by denial-of-service (DoS) 
attacks carried out by a pro-Russian 
actor. The attacks did not have 
significant impact. 

 When preparing for DoS attacks, it is 
important to consider the overall 
architecture of the systems to be 
protected and their interdependencies. 

Spying

 A China-linked threat actor attempted to 
spy on diplomatic targets in Europe. In 
the campaign, the actor sought to 
distribute the PlugX malware, using 
messages themed around the EU and 
NATO, for example.

 A North Korea–linked threat actor 
attempted to spy on European defence 
organisations through a campaign 
initiated with recruitment-themed 
contact messages.
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NCSC-FI’s tips and recommendations for improving 
cybersecurity preparedness:

At the end of September, we reported on the critical vulnerabilities affecting Cisco FTD 
and ASA products, and in October we contacted the owners of devices identified as 
vulnerable. You can read more about these vulnerabilities and the required updates on 
our website.
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We have become aware of cases where criminals have impersonated employees of the 
NCSC-FI. We published a notice explaining how you can verify whether a phone call or 
email genuinely comes from a public official. Remember that we will never ask you to pay 
an invoice, install software, or disclose banking or login credentials, for example.

On 14 October 2025, Microsoft ended official support for Windows 10. The end of support 
means that the operating system will no longer receive security updates or official 
technical assistance. While Windows 10 will continue to function, using it increases 
security risks as new vulnerabilities will no longer be patched.



Overview of cybersecurity in October

4

October was a fairly active month from the NCSC-FI’s perspective. 

One of the most significant international incidents of the month was the data breach targeting 
the US-based security and technology company F5. In the incident, a threat actor assessed to 
be state-sponsored gained access to F5’s internal systems. The attacker copied, among other 
things, source code for BIG-IP products and information on unpublished vulnerabilities.

 F5’s systems are widely used in organisations around the world, and the incident required an urgent 
response. 

 Other internationally significant events included a data breach affecting the software company Red Hat, 
as well as the critical vulnerabilities discovered in Cisco’s ASA and FTD products.

In Finland, reports related to Microsoft 365 account breaches were again higher than usual in 
October. The severe alert we issued in September remains in force.

A positive development domestically was a major criminal case uncovered by the Eastern 
Finland Police, involving millions of euros fraudulently taken from pensioners.
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Cybersecurity trends
in the past 12 months



1.
Vulnerabilities are being 
exploited faster

In addition to installing an 
update that fixes the 
vulnerability, it is often necessary 
to investigate whether the 
vulnerability has already been 
exploited before the patch.

4.
Ransomware - Significant threat to 
organisations

Over the past year, several 
organisations in Finland have fallen 
victim to ransomware, and their 
number is also growing globally.

TOP 5 cyber threats in the near future (6–24 months)

2.
The information security and 
continuity of supply and service chains 
are increasingly critical.

To ensure cybersecurity, organisations 
need to understand their own supply 
chains. Most organisations are more or 
less dependent on outsourced digital 
services.

3.
Organisations should prepare for 
AI-related challenges.

Organisations should try to identify 
challenges that artificial intelligence 
may cause and prepare for them by 
training their staff, for example. 

5.
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New

Updated

Symbols

Growing emphasis on protecting 
telecommunications infrastructure

It is important to protect telecommunications and 
information system infrastructure both abroad and 
at home, both because of accidents and natural 
phenomena and because of deliberate disturbances 
caused by outsiders.
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