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1 Introduction

The purpose of this document is to provide organisations with examples and advice on
submitting incident notifications under the Cyber Security Act and, in the case of public
administration, the Act on Information Management in Public Administration (“Infor-
mation Management Act”), as well as on filling in the relevant notification forms.

The names, addresses, and other personal data presented in this document are fic-
tional, and the situations described in them are not intended to be used as such by any
entities subject to the NIS2 Directive. The examples presented in the images and texts
of this document are demonstrative scenarios that could be included in incident notifi-
cations pertaining to the Cyber Security Act and the Information Management Act.

In accordance with Article 23 of the NIS2 Directive, the organisations covered by the
Directive must notify the competent supervisory authority of any significant incidents
that have occurred in the services they provide. The notification obligation is three-
tiered and consists of a first-time notification, a follow-up notification, and a final re-
port. In addition, in long-term incidents or at the request of the authority, the organi-
sation must submit an interim report on the incident.

The provisions on the obligation to notify significant incidents to the supervisory au-
thority and the content of the notification are laid down in sections 11-13 of the Cyber
Security Act. In addition, section 15 lays down the provisions on voluntary notifica-
tions. In the case of public administration organisations, the provisions on the obliga-
tion to notify and its contents are laid down in section 18d of the Information Manage-
ment Act. In addition, section 18f of the Information Management Act lays down the
provisions on voluntary notifications.

According to section 11, subsection 2 of the Cyber Security Act, a significant incident
means an incident that has caused or may cause serious operational disruptions to a
service or significant financial losses to the entity concerned, as well an incident that
has or may have affected other natural or legal persons by causing considerable mate-
rial or non-material damage. In the case of Finnish authorities, the definition of a sig-
nificant incident is presented in section 2, subsection 24 of the Information Manage-
ment Act. In addition, certain organisations are subject to Commission Implementing
Regulation (EU) 2024/2690, which contains additional provisions regarding, for exam-
ple, the definition of a significant incident.

The first-time notification must be submitted within 24 hours of the detection of the
significant incident, and the follow-up notification within 72 hours of the detection of
the significant incident. An interim report must be submitted at the request of the su-
pervisory authority or, in the case of a long-term incident, no later than one month af-
ter the submission of the follow-up notification. The final report on the incident must be
submitted within one month of the submission of the follow-up notification or, in the
case of a long-term incident, within one month of the end of the processing of the inci-
dent. Voluntary notifications are meant for non-significant incidents and cyber threats
as well as near misses. No separate follow-up notifications or final reports are submit-
ted for voluntary notifications.

These instructions only apply to notifications submitted under the Cybersecurity Act.
Other regulatory provisions may also require certain entities to submit other reports
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about incidents. These instructions are not legally binding, and in any potentially un-
clear situations, legislation will always take precedence over what is stated in these in-
structions.

2 NIS2 Notification Application

In this section, we will review five different types of notifications. The first four notifica-
tion types are described in chronological order, while the voluntary notification is pre-
sented as a separate entity at the end.

Please note that the recurring fields in the forms, such as contact information, possible
reports of offences, or reports to other authorities (ODPO) and CSIRT supplementary
forms, are only described once in connection with the first-time notification. These rec-

ords are repeated several times in the forms, so you can return to the instructions for
these fields, which are presented in section 2.1, whenever necessary.

2.1 First-time notification

The first-time notification of a significant incident is started by specifying the organisa-
tion’s sector under the Industry field, as shown in Figure 1.

I will make a NIS2 first-time notification of a significant information security incident.

Industry * @

Digital infrastructure ~

Sector section *

Publicly available providers of electronic communications services ~

Other possible sector

Cloud services, Datacentre Services, Managed Services Provider, Managed Security Services Provider

Figure 1 Industry information

When selecting your organisation’s sector, the main sector subject to NIS2 regulation is
used. This selection can be made, for example, by comparing the turnover of the or-
ganisation’s sectors and selecting the largest.

You can use the “Other possible sector” field to add any other sectors your organisation
is involved in beyond the “main sector” specified above. For example, an organisation
that is mainly involved in the telecommunications sector can add “data centre services”
to its other sectors if it offers these as a separate service to its customers.
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After you have filled in your organisation’s sector-related information, you can specify
the general details of the incident, as shown in Figure 2.

Detection date and time *

Report the type of the significant incident *

Service outage (availability and/or service continuity is affected) v

Incident description *

A ransomware programme was activated in our server environment and it encrypted the systems in our production
environment. This caused an outage in our customer services, and the outage became visible to our customers at approx. 6.15
am.

Currently, we suspect that the incident was caused by an employee at our company, but we are investigating the matter
further.

Incident is due to crime or an unlawful or hostile act *
O No
Q es, describe in more detail

(O Maybe, describe in more detail

Figure 2 General information

In the “Incident description” field, enter a general description of the incident with the
information available at the time of the notification, an assessment of the incident’s
possible impacts, and a possible description of the chain of events. When submitting
the first-time notification, it is also possible that the aforementioned information has
not yet been identified, in which case you can fill in the description field according to
the information available to you at the time of notification.

You can also use the aforementioned field to describe the extent of the impact on your
organisation’s activities. In this reference case, the incident has resulted in the total
encryption of the organisation’s server environment - however, it has seemingly had
no effect on e.g. the service’s backup files.

Therefore, you can use this field to specify the specific scope of the incident, if you
have determined that it has impacted only a single service in your organisation, for ex-
ample. You can also describe the details of the impacted service, such as whether it is
a business critical service and/or system, a system used to maintain your internal doc-
umentation, and so on.
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Incident is due to crime or an unlawful or hostile act *
O No
Q Yes, describe in more detail

(O Maybe, describe in more detail

Description of the criminal or illegal act *

According to our current estimate, this was a deliberate incident that was caused through an internal user ID, as the user ID in
question was used to upload the identified malware to our network using an external USB flash drive.

Have other authorities been informed of the incident? * @
O No

0 No, but they will be informed

O Yes

Select one or more authority

Police

Data Protection Ombudsman

D Other authority

Figure 3 Notifications to other authorities

As the root cause of the reference case is a realised internal threat, the notification
form offers the possibility of classifying the act as a possible crime or unlawful or hos-
tile act.

However, due to the time limit for the first-time notification (24h), you may not be able
to fill in the aforementioned fields at that time. In an incident where your organisation
suspects a possible hostile act, you can also select the “"Maybe” option and supplement
your response at a later date, for example in your follow-up notification or final report,
after your internal and/or external investigation has been able to specify the cause of
the incident and whether it was performed intentionally by an internal actor.

In the field for describing the crime or unlawful act, you can outline the course of
events with the information available to you at that time. However, due to the time
limit for the first-time notification, there may still be some uncertainties about the pro-
gress of events. In this situation, you can provide a general description of how the inci-
dent occurred and give a more detailed account later in the notification process, for ex-
ample in your follow-up notification and/or interim report.

In a case where personal data security has also been compromised, for example as a

result of data theft, you will also be subject to the controller’s reporting obligation (so-
called GDPR notification) to the Office of the Data Protection Ombudsman (hereinafter
the ODPO). The notification obligation applies to personal data breaches, i.e. “a breach
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of security leading to the accidental or unlawful destruction, loss, alteration, unauthor-
ised disclosure of, or access to, personal data transmitted, stored or otherwise pro-
cessed.”

The Office of the Data Protection Ombudsman must be notified of the personal data
breach without undue delay and, where possible, within 72 hours of the controller be-
coming aware of said breach.

When selecting the authorities to be contacted and/or notified, you can also select the
“Other authority” option. The purpose of this section is to enable, for example, the flow
of information between different authorities in the event of an incident that impacts an
entity with two or more supervisory authorities, due to the wide scope of said entity’s
activities. In the reference case in Figure 2, the selected authorities include the police,
due to the possibility of an unlawful act, and the Data Protection Ombudsman, due to a
possible personal data breach.

Please note that, in this context, the “other authorities” option does not refer to the
CSIRT unit (previously the CERT unit) of the National Cyber Security Centre Finland,
which operates under the Finnish Transport and Communications Agency Traficom. A
copy of the information you provide to the supervisory authority with this form will be
forwarded to the CSIRT unit. The first-time notification form contains a separate sub-
menu for information that is to be submitted to the CSIRT unit, and it is presented in
more detail later in this document.

In the case of an incident whose impacts extend beyond Finland, you will be required
to fill in the following fields. You can use the Impact Description field to, for example,
list the EU Member States affected by the incident and describe the incident’s impacts
in the EU region. If are unsure whether an incident may have cross-border impacts
when you are submitting your first-time notification, you can still describe its possible
impacts and their probability in the field below.

The cross-border impact of EU member states *
O No
O Yes. describe in more detail

(O Maybe, describe in more detail

Description of cross-border impacts * (i )

The incident has affected our customer organisations in the following countries: Sweden, Estonia, Spain, Greece, and Germany.

Additional information o

Our internal investigation is under way, and we have also hired information security experts from 'Oy Information Security Ab’
to assist in the investigation of the incident.

Figure 4 Cross-border impacts and additional information
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Submitted by

0 | am submitting a repert on behalf of 2 company

C) | am submitting a report as a private person

Mame of organisation *

7 (19)
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Next, in the “"Submitted by” section, you will be asked to specify whether you are sub-
mitting your notification on behalf of an organisation or as a private individual (see Fig-
ure 5). When filling in the notifier's contact information, please remember that the
competent supervisory authority may contact the provided email address to request
additional information and further clarification on the (notified) matter/event

Oy Example Ab

Business ID *

2345671-3

First name *

John

Last name *

Doe

Title or position in the organisation *

Chief Information Security Officer

Email address *

john.doe@exampleab.com

Phonenumber *

+358123456789

Postal address *

Example Road 1

Postal code *

12345

Town/city *

Exampleton

Figure 5 Notifier’s contact information
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The information above is then forwarded to the authority supervising your organisation
- for example, if your organisation belongs to the Digital Infrastructure sector, it will be
forwarded to the Finnish Transport and Communications Agency Traficom.

If you wish to inform the CSIRT unit of the National Cyber Security Centre Finland of
the incident and/or share additional information with the CSIRT unit, you can open the
additional CSIRT form by selecting the I need support from the CSIRT unit of the Na-
tional Cyber Security Centre Finland or I would like to voluntarily provide it with addi-
tional information” option below the “Town/city” field.

Please note that the information provided in this additional form will only be forwarded
to the CSIRT unit, and it will not be forwarded to any supervisory authorities. Under
section 25 of the Cyber Security Act, information voluntarily disclosed to a CSIRT unit
for the purpose of carrying out tasks under this Act may not be used without the con-
sent of the person who provided the information in criminal investigations against the
person who provided the information, or in administrative or other decision-making
concerning the person who provided the information.

A more detailed description of the incident to the CSIRT unit

The malware was activated in our production environment, and according to our current estimate, it was uploaded to our
network from an external USE flash drive via an employees admin ID. The malware has encrypted the virtualisation servers in
our production environment, causing a complete interruption to any connected customers and services.

What kind of impacts did the incident have?

The incident resulted in a service outage to all our customers, including official organisations in Finland, Sweden, and
Germany.

Measures that will be taken?

- Minimisation and re-evaluation of user ID access privileges

- Integration of external information security services

- Incident forensics produced by external spedialists

- Prohibition of external USB flash drives on corporate devices

Identification of the incident, e.g. website address, sender's e-mail address or telephone number

Hash-identifier: 1ab2ab34567c8%abcd12b3a456728c20ab1b2c34ab567c75a390122343056759

Figure 6 Additional CSIRT form
Figure 6 presents an example additional notification to the CSIRT unit with a general

description of the incident’s events, the first measures taken as a result, and the iden-
tification data related to the incident. In addition to the examples listed in the field’s
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description, you can provide e.g., a relevant hash and/or IoC (Indicator of Compro-
mise) record or other technical identification data related to the incident. Please note
that the IoC record provided to the CSIRT unit in connection with the first-time notifi-
cation should also be provided to the supervisory authority in the follow-up notification,
at the latest.

An IoC is a technical identifier or measurable technical observation that can be used to
determine whether a cyberattack is possible, currently ongoing, or has already oc-
curred.

The most common type of IoC is the log data generated by various systems for net-
works, devices, files, and user actions. In the reference case, the relevant IoC records
could include, for example, the log data detailing the time and date when the ransom
program was activated.

Investigation

Has an external information security company or DFIR provider been hired to investigate the case? *

0 Yes
O No

Who? If we may contact them directly, please leave their contact information

'Oy Information Security Ab', Jane Doe, +358 123 4367890, jane.doe@infosecab.com

Can NCSC-Fl exchange information with the company/service provider? *

0 Yes
O No

Figure 7 Additional MSSP/DFIR information

If your organisation has hired an external information security service provider (to in-
vestigate the incident and/or on more a permanent basis), you can specify their con-
tact information in the fields shown in Figure 7 to allow the CSIRT unit to contact the
service provider in matters related to the incident.
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Police report

Has a police report been filed about the incident? *

Yes ~

How was the police report filed? (electronically / at the police station)

Online ~

Reference of the police report @

1234/R/12345/25

CSIRT unit information exchange * @

0 The CSIRT unit may exchange information on the incident with other authorities on a confidential basis, as appropriate.
Information shall not be disclosed to supervisory authorities pursuant to this paragraph.

(O The CSIRT unit shall not exchange information voluntarily provided for an incident with other authorities.

Do you want an answer from the CSIRT unit? *

Q | request a reply to my contact

(O Ido not need a reply to my contact

Figure 8 Additional CSIRT form, police report section

You can use the “Police report” section to provide the details of your police report if you
have filed one before filling in the first-time notification. If necessary, you can also se-
lect the “"Will be filed” option and add the relevant details in a subsequent report, for
example in your follow-up notification.

At the bottom of Figure 8, you can also choose whether you want the CSIRT unit to
communicate with you about the incident or whether you wish to give your consent to
confidential exchanges of information between the CSIRT unit and other authorities.
Please note that any information that is subject to section 25 of the Cyber Security Act
will NOT be included in the aforementioned confidential exchanges of information with
the supervisory authorities.

traficom.fi



TRATICCM o6 202

Finnish Transport and Communications Agency

Contact person for the CSIRT unit of the National Cyber Security Centre Finland

First name

John

Last name

Smith

Email address

John.smith@exampleab.com

Phonenumber

+358 123 567890

Figure 9 CSIRT contact information

At the end of the additional CSIRT form, you can specify who the CSIRT unit can con-
tact during its investigation of the incident. For example, you can provide the contact
information of your company’s SOC or IT specialist(s).

Once you have filled in the required fields in the first-time notification, you can preview
your notification by selecting the Continue button. While previewing your notification,
make sure that you have carefully filled in the fields relevant to your incident.

After you have previewed your notification, complete the CAPTCHA verification at the
bottom of the page and select the Submit button, after which the notification will be
sent to the NIS2 supervisory authority of your sector. You can also download a PDF
copy of your incident notification after you have submitted it.

Once your NIS2 incident notification has reached the supervisory authority, an
acknowledgement of receipt will be sent automatically to your email address.
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2.2 Follow-up notification

After the first-time notification, a follow-up notification must be submitted within

72 hours of detecting a significant incident. The primary purpose of the follow-up notifi-
cation is to specify the information provided in the first-time notification, such as the
root cause, more detailed impacts, and severity of the incident.

When filling in the follow-up notification, you will need the unique case number (e.g.
'123456’) provided in the acknowledgement of receipt of your first-time notification.
The email containing the case number is sent to the person who submitted the notifica-
tion, and it will have the subject line "Vastaanottokuittaus” (Acknowledgement of re-
ceipt).

Case number *

123456 ‘

Scale of the impact from no impact to very large impact *

Very large impact > 15% of users/systems/services impacted v

Assessment of the nature, severity and effects of a major deviation * (i)

The incident has affected around 75% of our customers within Finland and about 90% of our customers in Europe.

In practice, the impact visible to our customers has been a total service outage.

Figure 10 Follow-up notification, general information

When choosing the appropriate option for the scale of the impact, take note that this
section is based on the so-called comprehensive impact principle. In other words, se-
lect the option that describes the overall impact of the incident, regardless of whether
you experienced a total service outage or, for example, a delay in the operation of your
service due to e.g. a DDoS attack.

As an example, a company could experience an incident where 10% of its services are
subject to a full interruption and 20% of its services suffer from significant delays, but
the service is still operational for a limited number of users. In this case, the company
should select the “Very large impact” option, as the significant impacts exceed the op-
tion’s 15% threshold. In general, if a service is significantly impacted by an incident,
this impact must be taken into account when filling in this section.

When assessing the quality, severity, and impact of an incident, you can supplement
the initial information you provided in your first-time notification, for example by speci-
fying the scope of the impacts on a service-specific basis. You can also record prelimi-
nary estimates of impacted users and the functionality of services provided to them
(Example: complete or partial interruption, all or some users).
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Temporary actions/measures taken or planned to be taken in order to recover from the incident

- Quarantine of contaminated systems
- Deployment of backup systems in our production environment.
- Deactivation of the user ID that caused the incident.

Hazard indicators * o

Attachments:

- Log data from the virtualisation system at the time of infection
- Log data on the use of special access IDs before the incident

- Log data on the installation of the ransomware on the network.

New information about the incident o

We have verified from the log data that this was an intentionally malicious act by an internal actor. The owner of user ID
'exampleadmin’ used a device at our offices on 'Example Road' to carry out the attack.

Based on the available time stamps, we have been able to use camera surveillance footage to determine the identity of the
malicious user in question.

., | 4 O

Figure 11 Actions, IoC records, and new information

The fields presented in Figure 11 above are used to describe e.g. temporary measures
actions/measures taken to limit the impacts of the incident. Such actions can include,
for example, the use of backup copies, the restriction of access rights, the use of
backup systems, and other temporary emergency measures.

The technical identification data related to the information security incident (IoC, Indi-
cators of Compromise) can be reported in the “Hazard indicators” field, if any IoC rec-
ords are available.

When submitting your follow-up notification, you will likely have gained a better under-
standing of the incident’s flow of events since you submitted your first-time notifica-
tion. You can use the “"New information about the incident” field to further specify the
information you provided in your first-time notification, as well as share further infor-
mation. For the reference case, this new information could include, for example, a con-
firmed attack vector or the verification of an internal cause.

You can also use this field to specify the measures you have taken to ensure that the
current incident cannot happen again in the future. For example, in the reference case,
one solution could be to block the use of external USB flash drives on the company’s
devices without separate approval.
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2.3 Interim report

The purpose of the interim report is to provide interim information on the progress of
the incident’s investigation after the follow-up notification. You can use the interim re-
port to describe how the processing of the incident has progressed in your organisation
after the first-time and follow-up notification, and what the current status of the matter
is. You should also report the actors involved in the processing of the incident (authori-
ties, companies providing information security services, etc.)

The interim report can be used, for example, in long-term cases where the recovery
from the incident takes significantly longer than the notification deadlines laid down in
the Cyber Security Act. In the reference case, the company could opt to submit an in-
terim report to the supervisory authority once it has a better understanding of the
timeline required for recovering from the incident.

The interim report can also be used in cases where the investigative process reveals
key issues that could have a significant impact on the incident’s processing. For exam-
ple, in the reference case, the company was able to rapidly minimise the incident’s im-
pact on its customers by using its backup systems to restore its services to full opera-
tion before the restoration of its production environment.

Case number *

123456

Progress and status update on processing of deviation * @@

The investigation of the incident has ended and the related criminal process is proceeding as expected. We are recovering
from the incident at a good pace with an estimated full recovery time of around 1 week. Our backup systems are currently
handling the production environments for the duration of the incident, thus services have been restored.

The impact of the incident's on our customers ended at approximately 04.30 am when the backup systems were activated for
production.

Participants in the investigation: Oy Information Security Ab, the police, the National Cyber Security Centre Finland.

Additional information °

The root causes of the incident have been identified and their future exploitation has been prevented through technical
measures. We have also refined our processes in restricting user IDs in the event of terminations, which will prevent the
recurrence of the circumstances that led to the incident in our organisation.

Figure 12 Interim report
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2.4 Final report

The final report must be submitted within one (1) month of the submission of the fol-
low-up notification or, in the case of a long-term incident, within one (1) month of the
end of the incident’s processing. This report serves as the last notification to the super-
visory authority, and it includes every relevant detail about the incident.

Case number *

123456

Information on the number of affected persons by sector * @

Digital Infrastructure, approx. 300,000 persons, Digital Services, approx. 200,000 persons

Information about duration of effect in hours * o

01.01.2025 00.00 - 02.01.2025 06.00, in total 170 hours

Figure 13 Duration & number of affected persons

In the second field of the final report, you will be asked to assess the number of af-
fected persons by each sector supervised by the Cyber Security Act. However, it should
be noted that it may not be possible to assess the entire impact of the incident, which
is why you can provide a rough estimate according to existing data and the incident’s
severity and impact scale.

When assessing the duration of the impact in the third field, you can, for example, use
the type of timeline presented in Figure 13 to describe the incident’s duration.

The aforementioned field can also include separate time frames if, for example, the in-
cident’s impacts were spread across three different periods of time. Providing separate
time frames is highly appropriate in, for example, incident notifications concerning
DDoS attacks, which typically occur in varying bursts, depending on the volume of the
DDoS attack.

The “Detailed information about the deviation and its effects” field can be filled in ac-
cording to the instructions below and following the example given in Figure 14.

Describe in detail what has happened. Indicate any errors, disruptions, or unexpected
events. Assess how significant or critical the deviation is from an operational perspec-
tive — you can use a scale (e.g. minor, moderate, serious) or describe it in your own
words. Describe the impacts that the deviation has had or may have. Consider e.qg.
how the deviation has affected your activities, products, services, or security. If the de-
viation has had any financial or time-related impacts, remember to also mention these.
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Detailed information about the deviation and its effects * @

The root cause of the incident was a ransomware programme introduced and installed by a malicious internal actor with their
internal administrator user. The aforementioned ransomware encrypted most of our production systems.

The impact of the incident was business critical for our company's operations, as all of our production systems were
unavailable before the deployment of the backup systems. In practice, most of our companys services were interrupted as a
result of the incident.

The incident also had extensive financial and time-use impacts on our organisations operations, as due to the incident, several
of the sanctions procedures in our client companies service level agreements were initiated as a result of the incident. The
incident also mandated around 120 person-hours of on-call work from both external information security specialists and our
company's employees.

During the investigation of the incident, we found that our organisation's information security policy contained shortcomings
in the management and supervision of user 1Ds with special rights and in its policy on the use of external USB flash drives.
These deficiencies have been taken into account in the ex-post report created in the aftermath of the incident, and corrective
measures have been taken to prevent any similar incidents from occurring in the future.

Figure 14 Detailed information about the deviation and its effects *

When filling in the category fields presented in Figure 15, select all the fields that de-
scribe the circumstances of the incident. In the reference case, the most suitable sub-
category is “Deliberate internal actions”, but due to the nature of the case, the “Delib-
erate physical damage/manipulation/theft” option has also been selected, as the pur-
pose of the potential ransomware attack could have been to blackmail the organisation
affected by the incident.

Indication of root cause category *

Malicious actions v ‘

Root cause subcategory *

‘ Deliberate internal actions, Deliberate physical damage/manipulation/theft v ‘

Information about affected technical assets *

Application, Industrial systems, Servers/Domain controllers, Website, Workstations ~

Type of threat or likely root cause of deviation i ]

Main root cause: Malicious act, internal threat

Additional factor: Inadequate process for elevated user rights in cases of termination.

Figure 15 Categorisation of root causes and impacts of the deviation.

When determining the affected technical assets, select the systems that were signifi-
cantly affected by the incident.
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In the reference case, where the impact was extensive, the main impact was on the
category that was selected first, i.e. the “Servers/Domain controllers” option.

Describe what is likely to have caused the incident. If the incident was caused by sev-
eral threats or root causes, select the main reason and also mention the other possible
factors. You can fill in the aforementioned field in, for example, the following way:

- 'Main cause: Human error, additional factor: Inadequate process.’
If you have carried out a more extensive root cause analysis in connection with the in-

vestigation of the incident, your description can contain more detailed information on
the root causes that led to the incident and the related processes.

Other necessary information o

The handling of the dismissal of the internal employee who was the root cause of the case. A separate process will be created
for employee termination policies to prevent any similar cases in the future.

Measures taken and in progress to mitigate effects

Measures taken:

Updates to our information security policy regarding the use of external flash drives and user IDs with special rights
Incremental adoption of a zero-trust architecture (incl. the principle of least privilege)

Increasing the capacity and production readiness of backup systems

Incident monitoring via the SOC of our external information security service provider.

Vulnerability mapping by our external security service provider.

L« cE———

Figure 16 Other information and measures

You can use the “Other necessary information” field to specify any information that did
not fit in the previous fields, but which is nevertheless important for processing the in-
cident. This may include, for example, special situations, background information, or
additional observations that could be used to clarify the extent of the incident or its
causes.

You can use the “Measures taken and in progress to mitigate effects” field to describe
the current measures taken by your company, as well as the future use of said
measures. As shown in Figure 16, you can also use this field to indicate if you have
continued to work with, for example, an external security service provider after the in-
cident.

Attach any documents, reports, screenshots, or other files that support or supplement
the description of the incident. Make sure that your attachments are in an appropriate
file format (e.g. PDF, DOCX, XLSX, JPG, PNG). Name your files clearly and descriptively
to make it easier to determine their contents. Remember to take note of any file size
limitations.

If your file is large, consider reducing or splitting it into several pieces to ensure that it

can be uploaded without any issues. You can also supplement your final report with in-
ternal reports, root cause analyses and other documents related to the incident.
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2.5 Voluntary notification

In this section, you can voluntarily notify your supervisory authority of any disruptions
that do not constitute a significant incident. This information is also forwarded to the
CSIRT unit of the National Cyber Security Centre Finland, which operates under Trafi-
com. However, if you only want to submit a notification to the CSIRT unit, you can sub-
mit a voluntary notification directly from the National Cyber Security Centre Finland’s
front page.

Anyone can submit voluntary notifications about incidents, threats and near misses.
Voluntary notifications can be submitted by entities governed by the Cybersecurity Act,
small enterprises operating in a sector vital to the function of society or private individ-
uals, for example.

These notifications provide the National Cyber Security Centre Finland with useful infor-

mation on phenomena and trends in Finland’s cyber environment, so please do not
hesitate to submit any voluntary notifications, no matter how minor.

The voluntary notification is divided into three separate categories.

2.5.1 Incident

The purpose of a voluntary incident notification is to notify the supervisory authority of
a non-significant deviation.

In the Cyber Security Act, an incident is defined in the following way:

“An incident means an event compromising the availability, authenticity, integrity or
confidentiality of stored, transmitted or processed data or of the services offered by, or
accessible via, communications networks and information systems;”

A non-significant incident refers to an incident that has a minor impact on a company’s
operations - for example, when an individual employee is tricked into disclosing their
user ID and password in a phishing attack, but this ID does not have any special privi-
leges.

2.5.2 Cyber threat

You can also notify the supervisory authority of any cyber threats that you detected as
part of your company’s activities, such as new software vulnerabilities that have
emerged in an information security investigation.

In the Cyber Security Act, a cyber threat is defined in the following way:

"A cyber threat means a situation, event or activity that, if realised, could harm or disrupt communications
networks or information systems, the users of such systems and other persons, or otherwise adversely af-
fect these;"
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A practical example of a cyber threat is a large-scale but unsuccessful phishing attack
targeting the email addresses of a specific company.

2.5.3 Near miss

A near miss refers to a situation in which a potential event - one that could have endangered
the availability, authenticity, integrity, or confidentiality of stored, transmitted, or processed
data or services provided or accessible through communication networks and information sys-
tems - is prevented or fails to materialise due to some random occurrence.

Such situations include successful phishing attacks where an employee’s user ID is sto-

len but cannot be used due to, for example, the use of multi-factor authentication
(2FA/MFA).

If you have further comments or developmental ideas for this document, please send
them to "nis.valvonta.ktk@traficom.fi" via email.

Please include the following identifier in your email's header: [NISLO]
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