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THE FUTURE OF CYBER THREATS
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CYBER SECURITY MEANS THE DESIRED END STATE INWHICH THE CYBER

DOMAIN IS RELIABLE AND INWHICH ITS FUNCTIONING IS ENSURED

FINLAND'S CYBER SECURITY STRATEGY 2013

National cyber security will be built in cooperation
among the authorities, the business community,
organisations and citizens, when everyone can
contribute to our shared cyber security.







ERA OF WEAPONIZED ARTIFICIAL INTELLIGENCE

= Advanced Al cyber weapons will be used to attack
computer networks and systems. These weapons
may be used to disrupt critical infrastructure, steal
sensitive data, or even cause physical damage.

= Autonomous Al powered weapons that can select
and engage targets without human intervention.

= Every major system has the potential of being
hijacked by nefarious A.l. in the future.

= |nformation warfare to influence the behavior of
others involves spreading propaganda,
disinformation, or misinformation. Al will
proliferate this type of warfare going forward.




EXPERTS ON ARTIFICIAL INTELLIGENCE POTENTIAL DANGERS

Bill Gates Elon Musk Stephen Hawking

Elon Musk, Bill Gates, and Stephen Hawking have all warned
about the potential dangers of artificial intelligence (Al).

Musk is concerned that Al could become so intelligent that it surpasses human intelligence
and becomes uncontrollable. This could lead to Al making decisions that are harmful to

humanity.

Gates is concerned that Al could be used to develop autonomous weapons that could kill
without human intervention. This could lead to a new arms race and increase the risk of

accidental or unintentional war.

Hawking is concerned that Al could be used to create a surveillance system that could track
and monitor everyone on Earth.This could lead to a loss of privacy and freedom.



WEAPONIZED GENERATIVE AI/ML CYBER THREATS

Al Automated Attacks

Al generated reconnaissance
Adversarial Machine Learning
Data poisoning

Al/ML Supported hacking tools

Generative Adversarial Networks

Al generated polymorphic malware
Evasion attacks

Al generated Social Engineering
Impersonation Attacks

Automated exploitation

Al generated DDoS attacks



DEEPFAKE CYBER THREATS

The number of deepfake videos online is increasing at an annual rate of 900%
according to the World Economic Forum (WEF).

= A UK-based energy firm that was tricked into transferring nearly 200,000 British
pounds to a Hungarian bank account using deepfake audio technology to
impersonate the voice of the firm’s CEO to authorize the payments.

DEEPFM(E
U |||||||||'.' |

MnT ‘ = In January 2023, a deepfake video of Ukrainian President Volodymyr Zelenskyy
il |H|||h|'||||||'“|h“‘ | surrendering to Russia was circulated online to spread misinformation and
' propaganda.
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= | = In March 2023, a deepfake video of British Prime Minister Boris Johnson was used
to spread false information about the UK's response to the Ukraine crisis.

= In April 2023, a deepfake video of Elon Musk was used to promote a
cryptocurrency scam.



DEEPFAKES CYBER THREATS
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NG A ™ An explosion was reported near the Pentagon.

Elon Musk said things about Tesla. Tesla's lawyers claim that they couldn't be used in o lawsuit because they might be deepfakes. Credit: David Paul
Morris/Bloomberg via Getty Images



GPT CYBER THREATS

"  FraudGPT/WormGPT first seen in the Darkweb in July 23 it is a subscription
based GPT built for nefarious purposes, such as; creating undetectable malware,
writing malicious code, finding vulnerabilities to exploit, creating high quality
phishing emails, creating vulnerable websites, finding hacked and spoofed websites
and for learning hacking. Even ChatGPT can do many of the above with the right

prompts.

= DarkBERT has been specifically trained to comprehend the illicit content of the

Dark Web. DarkBERT has no current plans to release to the public, with a heavy

emphasis on the research that the data set won'’t be released to the public.



QUANTUM COMPUTING

Al/ML CYBER THREATS

Al-ML and quantum computing will carry out more sophisticated
and advanced cyber attacks at scale and speed.

Quantum Computing enabled Al-ML polymorphic malware that
adapts to security measures, evades detection and spreads more
efficiently within a target's infrastructure and vulnerabilities.

Quantum Computing enabled encryption breaking algorithms that
are currently considered secure. Hackers could use quantum
computing to crack encryption keys and gain access to sensitive
information.

Quantum computing can be used to speed up the training process
of Al models and make them more powerful. This can be used to
make Al-ML-based attacks more effective and efficient.



GEOPOLITICAL - APT CYBERTHREATS
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GEOPOLITICAL CYBER THREATS

Finland sees fourfold spike in
ransomware attacks since joining NATO,
senior cyber official says

Ransomware attacks targeting Finnish organizations have increased four-fold since
the Nordic country began the process of joining NATO last year, according to a
senior official.

In an interview with Recorded Future News on Thursday, Sauli Pahlman, the deputy
director general for Finland’s National Cyber Security Centre (NCSC), cautioned
that “correlation doesn't equal causality," but said he believed the surge in cases
was linked to geopolitics.

m Etusivu Hamasin isku  Vendjan hydkk8ys Pentulive

Turvallisuus

Traficomin palvelunestohyd6kkayksen
takana voi olla vendldinen
hakkeriryhma -
Kyberturvallisuuskeskus: kohteena

useita eurooppalaisia tahoja

Kyseessa on sama ryhma, joka vaittaa tehneensa
palveluestohyokkayksia myés muille suomalaisille
verkkosivustoille.



FINLAND TARGETED DDOS CYBER THREATS

The following industry chart shows the most targeted sectors in 1H 2023 by number of attacks. D D T k
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GEOPOLITICAL CYBER THREATS

CYBERSECURITY IS NATIONAL SECURITY AND EFFECTIVE CYBER DEFENSE REQUIRES ACTIVE COUNTERINTELLIGENCE TO ANTICIPATE
AND PREVENT CYBER THREATS.

US National Security Agency (NSA) is creating a new Artificial Intelligence Security Center to develop
secure Al for use in defence and national security.

China has also invested heavily in Al for intelligence gathering, and is developing a number of Al-powered
tools for this purpose.

Research from BlackFog revealed that 20% of all data flowing from enterprise devices is being sent to
Russia and China on a daily basis without knowledge or consent.

Russia, China, North Korea and Iran considered most active in cyberespionage

Misinformation and disinformation campaigns in 2023 :

= Israel claims misinformation/disinformation campaign around Egypt giving Israel early warning of the attack.
= Russia accused of spreading misinformation/disinformation around the Ukraine War.

®  China accused of spreading misinformation/disinformation about the COVID-19 pandemic

= North Korea has been accused of spreading misinformation and disinformation about its nuclear program



CRITICAL INFRASTRUCTURE CYBER THREATS

= APT Actors and Hacktivist target critical
infrastructure for cyber threat intelligence to
prepare for future hostilities create disruption
to society for mass impact.

= Cyber espionage and attacks are a greater
threat than kinetic attacks due to the ability to
attack without the repercussions and
proportional response a kinetic attack demands

= Gathering intelligence and disruption remain as
primary purposes however sponsored cyber
attacks for financial gain are rising.

" |ncrease in physical attacks on critical
infrastructure.



INSIDER CYBER THREATS
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FINLAND’S CYBER SECURITY STRATEGY (2019)

Each individual is therefore an important cyber security actor who can
improve cyber security through his or her actions on a daily basis and thus
impact his or her own cyber security and that of others.

At the national level, it must be ensured that everyone has sufficient
capacity to operate safely in a digital environment.



INSIDER CYBER THREATS
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95% breaches caused by human
error — |IBM

94% of privacy incidents caused

by unintentional human error -
PIBR

3.5 million open cybersecurity
jobs waiting to be filled in 2023 -
Cybersecurity Ventures

The most common causes of
cloud intrusions continue to be
human errors

- Crowdstrike

90% of employees who admitted
undertaking a range of unsecure
actions during work activities
knew that their actions would
increase risk to the organization
but did so anyway - Gartner







SUPPLY CHAIN CYBER THREATS

Most organizations do not understand the cyber risk of
their supply chain, opening their threat landscape.

" The SolarWinds demonstrated how a targeted supply chain
attack delivers multiple and devastating impacts.

= Supply chain attacks will continue as targeted attacks by
attacking one supply chain providing access to many as
succinctly demonstrated by ClOp in the attack on MovelT.

= Supply chain cyberattacks will persist with cyber threat actors
targeting supply chains where vendors have elevated privileges
to clients networks.

= Al will be used successfully to undertake Supply Chain Cyber
Attacks



SUPPLY CHAIN OPEN SOURCE SOFTWARE CYBER THREATS

= Almost 80% of code in modern applications is code that
relies on open source packages.

= Many organizations do not have an inventory of all OSS in
their environment, meaning many are left unmanaged.

" Trojanized OSS is already in use as a cyber attack vector,
successfully used by APT’s and Hackers alike.

= OSS openly available code for anyone to inspect is ideal
for hackers to identify and exploit vulnerabilities in OSS.

" The modularity of OSS makes it easy for hackers to 001 L%
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= Al will be used to reverse engineer (if needed), inject | ' by, o
malicious code, compile and distribute it for fully
automated attacks.

capabilities.







CLOUD BASED CYBER THREATS

g I @) + Cloud security breaches have surpassed on-prem
F;; Data loss Da:a breaCheS (Verizon Data Breach Investigations Report (DBIR)
attacks breaches .
+ Cloud Bruteforce attacks rose 400% in 2023
=] =9 * 94% of monitored cloud tenants were targeted by either
s P ek precision or brute-force attacks in any given month. Of
Cloud Storage these tenants, 62% were successfully attacked. proopoin 2023 Humsn
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Malware ‘b Insider

 Targeted attacks on unsecured keys, credentials, snapshots
and backups

infections Hijacking threats
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RANSOMWARE AND PHISHING CYBER THREATS

= Ransomware attackers extorted at least $449.1 million
globally during the first half of 2023 with over 10,000

ransomware strains.

= Phishing still the most successful ransomware delivery tactic
and will continue to target the unintentional insider threat
though targeted phishing attacks.

= Ransomware as a Service (Raa$), an ongoing threat.

= Linux versions of Ransomware will continue to evolve at an
increasing pace. Some of the most infamous ransomware
gangs are actively targeting Linux environments.




MOBILE CYBERTHREATS

®" Mobile devices are becoming a greater target and cyber-crimes
involving mobile devices have increased by 22% in the last year

(Verizon Mobile Security Index (MSI)

" Phone-oriented attack messages peaked at more than 13 million
per month during 2023 ot 2003 tuman factorrepory

= Rogue malicious mobile apps will become more prolific
® Smishing still popular amongst hackers

® Risky user behavior, clicking links, public wifi, public charging
ports, sending sensitive information unencrypted.




APl CYBER THREATS

Application and API Attack Patterns

Volumetric,
algorithmic,
excessive use

Debugging,
modification,

parameter tampering,

ete.

Denial

Service

Abuse of
Functionality

Tampetring
and Reverse
Engineering

Exploit

SQL injection,
buffer overflow, etc.

Scalping, scraping,
click fraud, etc.

Access
Violation

Vulnerability,

discovery, secrets

theft, etc.

Session
hijacking,
credential stuffing,
ete.

[\ appinventiv

How many organizations have a good API inventory?
Lack of visibility means lack of ability to assure.

API attacks leading to large data breaches; Twitter -
over 5.4 million user affected, Okta-over 300 Okta
customers affected, Optus — 9.8m users affected.

APIs continue to be targeted through insufficient
hardening, compromised credentials, brute force,
distributed denial of service, or man in the middle.

API’s exposed to the internet will remain prime
targets to gain access to networks, install malware,
exfiltrate data.



IN CONCLUSION




TOP FUTURE CYBER THREATS

Adversarial Artificial Intelligence

Geopolitical - Advanced persistent threats (APTs)
Insider Threats

Supply Chain Threats

Cloud Threats

Ransomware and Phishing

N o ouos e e

. Targeted System attacks
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